Spectro-X Demonstration
Guide

0
1 0
<



Spectro-X Demonstration Guide | 2012

Contents
F iU S ettt ettt et e e ettt ettt e e e e e s bbb e e e e e e e e e hbetteeeee e et abateeeeeee e brraaaeeeeeeeanreraaaeeeeeaas 3
Ta1ageTe [V AT ] o HUUT PP P SO URTOPPTOTOUPRI 4
WAt YOU IIINEEU ...ttt ettt ettt s e e sttt e sabe e sabe e e ateesabeeesabeesaneeesnseesaneeesareesn 5
Getting Familiar with the SPectro-X User-INterface .......cocceviiee ittt 5
Loading and PlIaying @ WaVEfOrM .........uiii ittt ettt e e tee e e e etae e e e bae e e e eabae e e eeareeas 6
Use Time Overview to Quickly Explore Interesting Time REZIONS .......eevivviieiiiiiiee ettt 7
Changing Playback ParameEters......ccuiiiiiciieeicciiee et ee et ee et e et e s st e e e s sasae e e ssataeaesssaeeesanseeeesnnsseeeean 7
ZOOMINEG=IN ON SIBNAIS ..ettitiiiiiiiiie et ee sttt et e e ettt e e s sbae e e et e e e e s aaeeeeassreeeeasbaeeessteeeesssseeeesnsseeessnssens 7
Searching for SigNals Of INTEIEST ........oii i e e e et e e e et e e e e ete e e e e eabee e e eeabaeeeenrenas 9
CaITIEE SEAICR. ...ttt b et s at e st e bt e bt e e bt e s bt e satesabe e bt e be e beenbeesbeeeaeeentean 9
SEANAAIA SEAICH ...t ettt b e ettt e be e b e sheesaeeeas 12
WAV OIM SEAICN ... ettt ettt et e st e st e e s bt e s b be e sabe e e sabeesabeesbeeesabeesane 13
PUISE SEAICH ..ttt et st e e sa bt e s bt e e s ab e e sabe e s ate e s beeesabeesabeesasbeesabaeenars 17
Exporting Signals for DEEPEr ANAIYSiS......ciicuiiiiiiiiiieeiiieeeertee et e e et e e e sre e e e s srte e e e s sabee e s ssabeeeessbeeessnasenas 18
SUIMIMIAIY e e e e e e e e e e e e e s e e e e s e e s e s e e e s e s e s e s e s e e esesaaeaaaaaasasasasasasaasasasssssseseseeseseeeeseesseeseeeeeeeseeeeeeeeeeeaaenes 20

2|Page



Spectro-X Demonstration Guide | 2012

Figures
Figure 1-Spectro-X Measurement WINOOWS.......c.uiiiiiiiiiiiiiiee it e e ssine e e sseee e e ssaaeeesssnsaeeesssneeeeeas

Figure 2-Spectro-X DiSPlay OVEIVIEW ......cciicuiiiiiiiiiieeeiiteeescitee st ee s see e e s ssatreesssstaeeessnbaeeesasseeeeensseeesssssseeenns
Figure 3-Playback Control Bar

3|Page



Spectro-X Demonstration Guide | 2012

Spectro-X Demonstration Guide

Finding Signals of Interest within Large Data Sets
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Figure 1-Spectro-X Measurement Windows

Introduction

Spectro-X provides users of RF Signal Recorders a tool for searching large data sets to
locate and fingerprint signals of interest. Spectro-X allows users to search recordings that
range in size from a few megabytes to multiple terabytes for the presence of RF carriers,
wireless standards, arbitrary signatures and pulsed waveforms. These search engines help
the user extract just the relevant events while ignoring all the others. It's like adding
Google® to your RF data set. Once found, these signals can be exported for further analysis
using Agilent Technologies’ vector signal analysis software or other advanced post-
processing tools.

This demonstration guide is designed to help you understand the benefits of Spectro-X by

examining a number of sample waveforms that you can run on your PC. The guide is
divided into three application sections:

e Getting familiar with the Spectro-X Ul
e Searching for signals of interest
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e Exporting and analyzing found signals

The signals to be examined in this guide include hopping carriers, an 802.11g WLAN signal
and some FM radar chirped pulses.

Wh at You' | | Need

e A Windows7 PC (32 or 64 bit) with 4 GB RAM and dual core processor

e Spectro-X version 3.3.0 or higher installed

e Demonstration files stored with .XIQ extensions. These can be found at :
http://www.xcomsystems.com/Form/User-Registration

Getting Familiar with the Spectro-X User-Interface

Four displays appear when the software is first started as shown in Figure 2. Current Time
and Current Spectrum are the default 2D plots on the left of the viewing area while
Spectrogram and Persistence Spectrum are the default 3D plots on the right.
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Figure 2-Spectro-X Display Overview

The Current Time Domain measurement displays the portion of the input data which is
currently being processed to produce the frequency domain plots. The Current Spectrum plot
is the spectrum of the data in the Current Time Domain plot.

The Spectrogram is a scrolling time display of each FFT calculated from the Current Frequency
Domain. The Persistence Spectrum display shows amplitude on the vertical axis, frequency on
the horizontal and the rate of occurrence in color. The more frequent a signal occurs the hotter
its color becomes. Likewise, the less frequently occurring waveforms appear cooler or bluer on
the display. Both Spectrogram and the Persistence Spectrum displays are frequently used
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because of their ability to show the dynamic nature of signals over time. These displays give
the user a real-time sense for signal behavior over time.

Recorded signals are easily controlled through the Playback Control Bar as shown below in
Figure 3. Users can see the description of each function by mousing-over the appropriate
control bar button.

|Fi|E Playback Search View Help

ol e[ m e o [3x] RIRR(E] @]l

T Playback Zoom Tools T Search

Time Arrange

Overview Plots
Figure 3-Playback Control Bar

Two time saving controls are the Time Overview and Arrange Playback Plots buttons. Pressing
the Time Overview button adds a new measurement window and draws the magnitude
response over time giving the user a sense for where signals of interest may occur. The
Arrange Playback Plots button maximizes the viewing area on the user’s monitor. Pressing this
button is identical to selecting the menu choice® Pl ay bacnge| PApbt a”

The buttons for Playback Play Forward, Playback Play Reverse, Playback Pause, and
Playback Stop function like a normal video player. Double the Time Increment button
makes the signal display twice as fast, and Halve the Time Increment button makes it
display half as fast. Pressing the 2x button will also double the time range in the
Spectrogram display. Likewise, pressing the %2x button will halve the time range along the
y-axis of the Spectrogram. These buttons multiply the time increment parameter in the
Playback Control dialog box by either 2x or %2x. They do not change the rate at which
processing occurs.

Loading and Playing a Waveform
Browse to the location to either the “I” or the “Q” file for "Demo_Waveforms.XIQ".

1. Press File | Input File... Choose the radio button “IQ files already in the same
directory” (default). Spectro-X knows to automatically select the other portion of
the base band file if one or the other is loaded. Press Apply.

2. Press the Time Overview button on the far left of the Playback Control bar.

3. Press Arrange Playback Plots and then press Play. While the recording is playing,
press the Halve the Time Increment button several times to see how you are able
to slow time so that signal details can be more easily observed.

4. Press the Playback Reverse button to see how the capture can be played
backwards in time.

5. Press Playback Play Forward button to resume playback in ascending time.
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6. Press Stop to halt playback and reset the playback pointer to the beginning of the
file.

Use Time Overview to Quickly Explore Interesting Time Regions

Use the mouse to select regions of time where you see activity of interest. Simply hold the
left mouse key down to highlight a time range for playback. Releasing the mouse sets the
limits for playback. Highlighting a new region resets these limits.

s !
B ' Playback Time Cverview lﬁJ

10 Playback Time
Region

Magnitude (dBrm)

‘W

0.0000 74170

Changing Playback Parameters

This demo waveform file contains both high and low-level emitters. Let’s optimize the
scaling to see both types of signals.

1. Select Playback | Control to see three control tabs: Frequency, Time and
Magnitude Scale Settings. Click on Magnitude Scale Settings and change the
Frequency Domain Magnitude Scaling from -10 dBm to -100 dBm and press Apply.

2. Click on the Time Settings tab to see the many ways you can modify time playback.
Settings in the Time box allow you to specify Time Origins and whether you want
Absolute or Relative Time shown in measurement displays. Click the radio button
labeled Use Relative Time Display and press Apply.

3. Click on the Frequency Settings tab. These parameters function much in the same
way as a spectrum analyzer. You can set center frequency, span and RBW in the
section. You can also change the number of frequency points to display. The
“Number of frequencies” parameter controls the horizontal size of the scrolling
spectrogram and persistence spectrum plots. By default, these plots try to fit within
the space available in the plot windows. If a different size is desired, for instance to
produce a specific size of plot for a report, the number of points can be set manually.
Change the RBW setting from 50 kHz to 150 kHz and press Apply. We'll use this
new RBW setting in the Signal Search section below.

4. Press OK to close the Playback Control Settings dialog box.

Zooming-in on Signals

Let’s say you wanted to examine the time and frequency characteristics of a particular
signal. The Zoom-in tool allows you to quickly change time and frequency ranges without
having to enter numerical parameters.
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1. Press the Playback Play Forward button and Pause the recording when you see
one of the short Bluetooth hoppers in the Spectrogram display like the one circled

below.
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2. Next, click the Zoom-in tool ®/and select a region of time and frequency around this
emitter. Once you release the mouse, Spectro-X will replay the newly selected
region. Perform this operation once more to see more details in the signal.

3. Place markers around the signal by right clicking and selecting Marker 1 and Marker
2. Stretch the Spectrogram display window so you can see the delta markers for the
length of this emitter. Note that it’s just under 90 us in length.
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4. Resize the Spectrogram display so both the Persistence and Spectrogram displays
are visible.
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5. You can also zoom-out by pressing this tool &. Place the Zoom-Out tool in the

display that you used to zoom-in on and click your mouse once. Each mouse click
will zoom-out by a preset amount in time, frequency or magnitude.

You can also completely zoom-out by pressing the UnZoom tool &I, Click this
button once to zoom-out to the default scaling parameters. Press Play to resume
playback at the default scaling parameters.

Searching for Signals of Interest

Spectro-X can search for and identify signals using four different search engines:

Carrier Search
Standard Search
Waveform Search
Pulse Search

The process of searching is separate and distinct from playback. This means the user can
execute a search while changes are made to playback parameters. Only one type of search
can be performed at a time.

Carrier Search
1. Using the currently loaded file, prepare a Carrier search by pressing “Search |

Carri er "SSetéhe power.level range to-50dBm. Carrier search finds all
signals above an absolute power level or a specified dB above of the noise floor.
Press“ A p ptb lpck-in the search parameters.

Press the binoculars button &l to begin the search. A window titled “Search Results
will appear on your screen and will start displaying the results of your search. Note
that this search returns the number of signals above the specified power threshold

”n
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with each signal’s carrier frequency, bandwidth, start time and duration listed in the
results table. In this case the number results in over 15,000.
4. Select a single result with the mouse. A new window titled“Vi ew Spectrogr am”
will automatically appear that shows the spectrogram display and the start time
where this carrier was found also as shown in Figure x below. The start time where
they carrier exceeded the specified threshold is indicated by the horizontal green
line. The red line indicates where the carrier fell below the specified threshold.

&1 View Spectrogram [

75

Time Origin
00:00:00.020371

Relative Time (usec)

Freq Orign
24482GHz

Search Result
Stop Time

Search Result
Start Time

Carrier Search looks for stationary signals which resemble modulation on a carrier. On a
spectrogram, these types of signals look like vertical stripes. Carrier search estimates the
carrier frequency, the 3 dB signal bandwidth and gives the start time and duration for each
signal found. Carrier search is an excellent choice for relatively stationary signals such as
wireless and 2-way transmissions. Carrier search is not a good choice when looking for
signals which change in frequency, such as a linear FM chirps because rapid movement of
the signal can appear to be a new carrier to the search algorithm. For a new carrier to be
registered, it must exceed the signal threshold. A signal that falls below that threshold and
then exceeds it is registered as a new carrier.

Close the Carrier Search dialog box by pressing the red “X” in the upper right hand corner
of the results window.

A powerful aspect of carrier search is its ability to “prune” or remove unwanted results.
Let’s remove all signals outside the duration range of 85 to 90 us. This should only return
signals that correspond to our measured Bluetooth signal less than 90 us and exclude all
others.

1. PressSearch | Carrier Search Pruning..

2. Duration Range | Outside Min: 85 usec, Max 90 usec.

3. Select the radio button After the next Carrier Search to instruct the search engine
to prune the results on next carrier search operation.
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4. Once all changes have been made, select Apply to exit the carrier search pruning
dialog.

Carrier Search Pruning li_kj

Pruning
 off
% After the next Carrier Search
" Results in a Carrier Search file

Browse
Remove a Result if

[~ Frequency [e= =] Jooo e |
[ Frequencyrange [inside v |

Min [g.000 ﬁ Max [0.000 L
[ Bandwidth = =] Joooo e |
[~ Bandwidthrange [inside |

M Jocoo ke | Mex [oono | ke |
[~ StartTime P <] o000 psec |
[ Starttimerange [insde =]

v foe " psec | M [ooo T psec |
[ Duration <= | [o000  psec |

¥ Duration range ’W‘

I~ Power o= | |o.00 dBm
[~ Power range Inside -
Min [g.00 dBm Max [g.00 dBm

Apply

Re-run Carrier Search and note the 8 carriers found out of the more than 15,000 exceeding
the specified power level threshold. Selecting any of the carriers from the results table
shows the details of each Bluetooth result. It is easy to see the preamble and payload for
each hop.
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Standard Search

Standard search allows the user to identify carriers for particular wireless standard. The
currently supported standards are GSM, EDGE, 802.11 a/g and one variant of LTE. The
carrier frequency for the carrier to be searched can be entered using the text box. The
confidence limit allows an adjustment of how closely correlated Spectro-X is to the specific
wireless standard. Most signal types which are well aligned in frequency will yield 99%
confidence. However, slight uncertainties in the carrier frequency can lead to lower
confidence levels.

Because the carrier frequency is extremely important in determining a signal type, it is
possible to have Spectro-X vary the carrier around the value entered in the “Carrier
Frequency”. This automated varying of the carrier frequency is called carrier stepping. To
enable carrier stepping, the “Carrier stepping on” box must be checked. The “Frequency
range” is the full range of adjacent frequencies which will be tried as carrier frequencies.
The frequency increment is how much the carrier frequency changes from one carrier
frequency to the next.

At least one of the standard types must be checked in the “Candidate Types” area. Because
LTE has multiple parameters that are needed to specify it, pressing the “LTE Parameters”
button brings up a dialog which allows those parameters to be set. At present, only the
uplink part of LTE is available for searching.

Test for an 802.11 a/b signal at the center frequency (0 MHz) by setting the following
inputs:

1. “ Search | Standard Search..

2. Carrier Frequency: 0 MHz

3. Confidence Limit: 50%

4. Check the 802.11a/g box under Candidate Type

5. Click the “A p p Ibytton at the bottom of the window to save the search criteria.

6. Press the binoculars button & to search and see the following result as shown
below.
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Search Type [Standad  v]
Number of resuts [73

Carier Frequency Start Time Corfidence (%) Standard |
0.0000 Hz 11.982mec 9957 802.11a/g
0.0000 Hz 12218msec 5956 802 11a/g
0.0000 Hz 12 484 msec 5946 802 11a/g
0.0000 Hz 12770mssc  93.39 802.11a/g
0.0000 Hz 13046 msec 9781 802 11a/g
0.0000 Hz 1332msec 8121 802.11a/g
0.0000 Hz 13588 msec  SB41 802 11a/g
0.0000 Hz 022msec 5503 802.11a/g
0.0000 Hz 20458msec 5267 802 11a/g
0.0000 Hz 20774 msec 5333 802 11a/g
0.0000 Hz 24086meec 9737 802.11a/g
0.0000 Hz 24 362 msec 9858 802 11a/g
0.0000 Hz 24638msec 9690 802.11a/g

Sot
Parameter Direction Sott
Camer Frequency = & Increasing
€ Decreasing Unda
Save To Fie

Note that most results are well above 90% confidence, but three correlated only to the 50%
level. Click on one of the results at the 90% level and then one at the 50% level to
understand why (see figure below). At the 90% confidence level the WLAN signal should
look like the picture on the left. The 50% correlation level is shown on the right. In this
case, there was an interfering carrier at during the preamble of the 802.11a/g signal that
caused the low correlation. Spectro-X performs a sample-by-sample correlation to the
reference sequence for each of the supported standards. In this case, there is a sweeping
tone drifts into the first few microseconds of the signal which distorts the ideal 1Q signature
to this WLAN'’s preamble.

_— e
==t Ul

16 S 1

a0 i

0

Relavve Froq (4#)

Figure 4 - Correlation Results with and without Interfering Signal

Waveform Search

Spectral artifacts and waveform anomalies can also be used to find signals of interest. This
is especially useful when debugging design problems or looking for a specific attribute in a
waveform signature. Users can extract either an 1Q time segment from a recording or
simulate the anomaly for use in searching large data sets. For example, the signals shown

13| Page



Spectro-X Demonstration Guide | 2012

from 29 to 37 milliseconds into the file are LFM chirps. Use the selection tool in the Time
Overview display to play these signals in the other displays.

1 | Playback Time Overview [i_:hj

74170 14.8340
Time (r

Let’s use the first LFM as the reference waveform to understand how often similar looking
signals appear in the recording. To extract just this portion of the signal and use it as the
reference file in a waveform search, perform the following actions:

1.

2.

®©

Click the %2 x button 3 or 4 times to slow the playback so you can pause the
Spectrogram when the first LFM chirp replays.

Highlight the time region shown in the Time Overview display above.

Place markers around the start and stop of the LFM signal by right-clicking in the
Spectrogram and moving Marker 1 and Marker 2 as shown below.

i Playback Spectrogram ===
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Magnitude (dBm)
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£
£ 113000028264
£ 11:30.00.028243
=
75 11:30:00.028234
Time Orgin 1130.00.028219
15-Mar-2012
11:30:00.028189 11:30:00.028204
113000028189

Fie Time
00:00:00.028189 24282 24362 24482 24522 24602 24682

Freq Origin Frequency (GHz)
24482 GHz aueney )

Right-click again on the Spectrogram display and select Export Marker Delimited
Dat a ...

Browse to a location where you want to save the reference waveform, give it a file
name and save it as an .XIQ file extension.

Press Export. You should see two files with the name you selected for export;
yourname l.xiq and yourname. Q.xiq. Left mouse click the _l.xiq version of the file
you exported.

To perform the search, press Search | Waveform Search and browse to the
location of the reference waveform file you just created. Change the Confidence
Limit from 90% to 20% and set the Search Time Limits to a Start time of 28
milliseconds and Stop of 33 milliseconds. This will allow you to find all occurrences
of signals that look like the reference over the selected time range and find others
that are not like the reference given the low confidence limit we just set.

Press Apply.

Press the binoculars & to search and see the following results below. 33 results
are found at nearly 100% confidence, but there was one result that only correlated
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at the 24% level at 30.948 ms. Selecting this result and the one just before shows
the reason why. The result at 30.948ms looks very different from all the others.

Pulse Search Results 2 |
Search Type [Waveform -
Mumberof esus 33
Shit Frequency  Start Time Corfidence (%) -
0.0000 Hz 2826msec  100.00
0.0000 Hz 2836msec 9682
0.0000 Hz 2846msec 9965
0.0000 Hz 2856msec 9693
0.0000 Hz 28646msec 9973
0.0000 Hz 2876msec 9695
0.0000 Hz 28846msec 9973
0.0000 Hz 28346msec 9695
0.0000 Hz 29M6msec 9973
0.0000 Hz 29146msec 9695
0.0000 Hz 25246msec 9974
0.0000 Hz 2936meec %693
0.0000 Hz 2946meec 9972
0.0000 Hz 23546meec 9695
0.0000 Hz 23646msec 9973
0.0000 Hz 297d6msec__ 96.92
0.0000 Hz 30948 msec  24.04
0.0000 Hz 3102Imsec 10000
0.0000 Hz 31 120mec 9682
0.0000 Hz 31 WImsec 9965
0.0000 Hz 31 WImec 965D fl
0.0000 Hz 31&20mes 9973 |
0.0000 Hz 3162Imes 9655
0.0000 Hz 3182Imes 9973
0.0000 Hz 3172Imses 9655 o
Sort
Parameter Drection ot
Shift Frequency - & Incressing
£ Decreasing Undo
Save To Fie

) Confidence at 100% - Confidence at 24%

Waveform search correlates the 1Q reference waveform against the entire recording (on a
sample-by-sample basis). The result is that the reference waveform correlated 32 times
with signals in the original recording at the 90% confidence level. Note that two of the
signals correlated at the 100% level. This is because the reference waveform being used
came from the file being searched. In this case, it correlated perfectly to itself.

If other signals are present at the same time in the recording waveform search may not
correlate well as this particular search engine looks for signals (the IQ waveform) only
during the specified time in the reference waveform. Tools such as Carrier or Standard
search should be used if multiple signals are present at the same time as the reference
waveform.

In some cases, low correlations can be used to your benefit to quickly find signals of
interest. Designers may not actually know what specific waveform features to look for.
Instead of using a known anomaly or “bad” signal, the user can specify a known “good”
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signal to test against the waveform recording and sort to find the signals that do not meet a
minimum confidence level. In this case, the user would drop the correlation level to 20%
so both the desired and undesired waveforms show up in the results table. A quick check
of the low correlation levels help the user find when a particularly errant signal occurred.
For searches with a large number of results, the user may want to save them to a text file
and use a spreadsheet to perform statistics to gain further insights.

One could argue that for just 33 results that no search engine is required to see a signal that
looks as different as the one in this demo example. However, what happens if the
differences are more subtle? The time region from approximately 33 to 37 milliseconds
appears to be just noise. There is, in fact the same signals as we just found though at a
much lower SNR level. Because Waveform Search is a sample-by-sample correlation of a
reference signal to the data set, even small changes in signature characteristics appear as
relevant events in a Waveform Search.

1. Using the existing search parameters, modify the Time Limits in the Waveform
Search dialog to cover only 32.7 to 37.085 ms and change the Confidence Limit to
10%.

2. Press Apply

3. Press the binoculars &l to search and see the following results below. You may
need to change the View Spectrogram display and modify the amplitude limits. Do
this by right-clicking in the View Spectrogram and changing the Settings...Power
Scale Minimum to -75 dBm.

Pulse Search Results - =)
Search Type [Waveforn =]
Mumberof esuts [33

[Shift Frequency  Start Time Corfidence (%) -
0.0000 Hz 32779 msec 78

0.0000 Hz 32879msec 5687

0.0000 Hz 32979msec 5794

0.0000 Hz 33079msec 5736

0.0000 Hz 33179msec 5752

0.0000 Hz 33279msec 5713

0.0000 Hz 33379meec 5217

0.0000 Hz 3347Imeec 5743

0.0000 Hz 33579meec 5860

0.0000 Hz 3367Imsec 5834

0.0000 Hz 3R779msec 5820

0.0000 Hz 33879msec 5784

0.0000 Hz 33979msec 5842

0.0000 Hz 34079msec 5781

0.0000 Hz 34179msec 5921

0.0000 Hz 34279msec 5748

0.0000 Hz 35481 msec 1456

0.0000 Hz 35553msec 5848

0.0000 H 35653msec 5688

0.0000 H 35753msec 5758

0.0000 H 35853msec 5508

0.0000 Hz 35353msec 5817

0.0000 Hz 36053msec 5722

0.0000 Hz 36153msec 5538

0.0000 Hz 36253msec 5765 &l

Sort
Parameter Direction Sot
Shift Frequency - % Increasing
¢ Decreasing _ Unds |
Save To Fle
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Confidence at > 50% Confidence at 14%

Waveform Search is a powerful tool to identify unique waveform signatures whether they
are low-level signals buried in the noise or high-level waveforms with subtle changes in
frequency characteristics.

Pulse Search

The previous example treated the LFM Chirp as an arbitrary waveform; however, pulsed
signals such as in the previous example can be identified and their pulse parameters
extracted for analysis. We’ll use the LFM Chirps from 28 to 33 ms in Spectro-X’s Pulse
Search to identify a number of pulse parameters.

1. Press Sear ch |andRodifistlee TifeLanitctdbe 28 to 33 ms.

2. Press Apply

3. Press the binoculars & to search and see the following results below. Here again,
33 results were found though 7 pulse parameters were reported for signals
exceeding our defined power threshold of -40 dBm. As before, clicking on any result
will highlight the start and stop of that pulse in a View Spectrogram display.

Pulse Search Results, |
e
Nomber of esus [3
\ Posk Fower  AvaFower  Star Tme  Vidin PRI Fise Time Fall Time -
193 dEm 159dBm 28267msec  10260usec  D0sec 138324nsec 140271 nsec
191 dEm 156 dBm 28367msec  10260usec  100000ussc  141271nsec  140.340nsec
191 dBm 156 dBm 28467msec  10260usec  100000ussc  139626nsec  140679nsec
194 dBm 157dBm 28567msec  10260usec  100000ussc 141 663nsec  141350nsec
134 dBm 157dBm 28567msec  10260usec  100000ussc  139406msec  139277nsec
193 dBm 157 dBm 28767msee  10260usec  100.000usee  140727nsec  141.039nsec
193 dBm 157 dBm 28867msec  10260usec  100.000usee  129569nsec  139213nsec
194 dbm 157 dBm 28%7msec  10260usec  100.000usec 121 334nsec  140.752nsec
194 dbm 157 dBm 29067msec  10260usec  100.000usec  129683nsec  143.280nsec
192 dBm 157 dBm 29.067msec  10260usec  100.000usec  140072msec  140216nsec
194 dbm 157 dBm 29267msec  10260usec  100.000usec  138887nscc  139.870nsec
194 dbm 1557 dBm 29367msec  10260usec  100.000usec  140731mscc  140.179msec
184 bm 15748 29167msec  10260usec  100000ussc  129732nsec  139.897msec
193 dbm 157d8m 29567msec 10260usec  100000ussc  140822nsec  120.376nmsec
193 dEm 157dBm 29867msec  10260usec  100000ussc  123588nsec  139.825nsec
154 dEm 157dBm 29767msec  10260usec  100000usec  121970nsec  120.420nsec
193 dEm 174dBm 30 %dmsec  10260usec  1.197msec 144 7Blnsec 142599 nsec
193 dEm 159 dBm 3104Tmsec  10260ussc  774380usec  1333%4nsec 140271 nsso
191 dEm 156 dBm 3 14Tmsec  10260usec  100000usec 141 271nsec 140340 nssc
191 dEm 156 dBm 3124Tmsec  10260usec  100000usec  133626nsec 140679 nsec
184 dEm 157dBm 3134Tmsec  10260usec  100000usec  141663nsec 141950 nssc
194 dBm 157dBm 3124Tmses  10260ussc  100000uses  133406nsec  139.277nsec
193 dBm 157dBm 3154Tmses  10260usec  100000uses  140.727nsec  141039nssc
133 dBm 157dBm 3 64imses  10260usec  100000uses  133563nsec  139.21Bnses
194 dBm 157 dBm Nilmee  1020uesc  100M0uee 1412 reee 10TZmec |
Sort
Parsmeter Direction —
Peak power ~ & Increasing
£ Decreasing _ Undo |
Save To File
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Exporting Signals for Deeper Analysis

Though Spectro-X is powerful in its ability to visualize and locate signals of interest, the
tool was not designed to perform signal demodulation. Agilent’s 89600B vector signal
analysis (VSA) software make light work of this rather complex task. All or portions of a
recorded waveform can be exported so the 89600B can extract modulation quality or pulse
parameters.

Using Spectro-X and the waveforms in the previous examples, it can be shown that three
distinct signals are present. From the left edge of the Time Overview display to the right
the signals present include Bluetooth, WLAN (with an interferer) and some LFM Chirps. All
of these signal types can be demodulated using Agilent’s 89600B VSA software. Fully
functioning evaluation copies are available for download from the Agilent website
http://www.home.agilent.com/agilent/product.jspx?nid=-
33713.626687.00&cc=US&Ic=eng and clicking on the Software Trials and Licenses tab.

As an example, we will demodulate both the IEEE 802.11a/g and LFM Chirp. We'll first
start by performing a Preset in Spectro-X and reloading the original XIQ file. After the file
has been reloaded, press“ Fi | e | E x p asshownlbew.Draig wall.eXport the
entire .XIQ file as a .MAT.

Input File...
Tirne and Frequency Origin...

Export IQ Data...
Read Search Results File...

Save Settings...
Save Startup Settings

Recall Settings...
Recall Startup Settings
Preset

Rermote Connection...

Exit

Browse to a location where you would like to save the .MAT file. Be sure to check the box
“Use Agi | e n for.mhaitdne.txtffibkes,” asahtere is a slight difference in the
header information used by Agilent and that used by MathWorks®.

Next, start the 89600B VSA software. Press“Re c a | | | Rec &dndbroRe®mor di ng ...
the .MAT file just saved.

1. Press Play on the 89600B’s tool bar to see the same spectrum as was displayed in
Spectro-X.
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2. Recall the setup file WLAN_89600B.setx to see the EVM progress from very good at
approximately 11.8ms (~2.5% EVM) into the file to very bad EVM everywhere else
that the interfering signal is present. In this way, the user can understand how
much a potential interfering signal can degrade signal quality.

P [EEE 802.11a/g//p OFDM - Agilent 896008 Vector Signal Analysis

File Edit Control Input MeasSetup Trace Markers Window  Utilities Help

(] ®% @ RS vErM, RRE[0%)0x

A: Chl OFDM Meas

Color Normal

'C: Ch1 OFDM Err Vect Spectrum ~

E: Chl OFDM Err Vect Time

F: Chl Time

Player

H,

Start Time: 0's

Current Position: - 1183996 ms
1o (17 e

Stop Time:  37.08498 ms

N il 55

{20

The LFM Chirp is also a good case study to understand the characteristics of an unknown
pulse signature.

1. Select the two groups of pulses using the Time Overview as shown below
2. Export this time range and save it as a .MAT file.

==

1 | Playback Time Overview

Magnitude (dBm)

74170

14.8340
Time (r

3. Boot the Agilent 89600B software and recall both the just saved .MAT file and the
setup file labeled BadLFM.setx.
4. The display in 89600B should look like the following diagram highlighting both the

parabolic nature of the frequency trajectory and sinusoidal phase trajectory. This
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so-called “bad LFM” is not an errant signal; rather it is a nonlinear FM chirp.

P2 Vector - Agilent 896008 Vector Signal Analysis [=]E
ce  Markers Window Ui Help @

[R]“4 ¥ UM A 0% 0% ColorNomal -

File Control  Input  MeasSetup

|"r}u,"nfr\wrw\,ll“la W' !

Summary

Spectro-X is a visualization, signal search and signal ID tool for analyzing large data sets
captured by RF signal recorders. Several search engines are available to mine large
recordings for signals of interest. Pruning is a function used to eliminate unwanted search
results so users can understand when and how often features of a candidate signal occur.
Standard Search and Waveform Search allow the user to identify signals to a specified level
of confidence so results can be correlated to a reference waveform for degree of similarity
(or dis-similarity). Waveform search helps the user understand which signals are not like
the others by comparing a reference signal to a larger data set. Finally, Pulse Search
automatically characterizes radar signals and calculates pulse parameters which are out of
design compliance by changing the correlation levels and sorting functions.

Once found, these signals can be exported for analysis by 3 party tools such as Agilent
Technologies’ 89600B Vector Signal Analysis software to understand the details of signal
quality.
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